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@ Identification means with encrypted security code. 



@ An identification code has both general informa- 
tion which is encrypted using standards symbologies 
and security information which is encrypted using a 
unique symbology. In the case of bar codes, the bar 
code may include two separate sets of bars. One set 
of bars may include basic information, for example 
an employee's identification number, encrypted us- 
ing standard symbologies which may be read in any 
standard reader. The other set of bars includes se- 
curity information which is encrypted using a unique 
symbology which can be read only in a special 
reader and which is meaningless to a standard bar 
code reader or bar code duplicator. Thus, where 
security is a factor, the special readers would be 
provided; but. where security is not a factor, the 
basic identification could be read by any standard 
reader. 
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IDENTIFICATION MEANS WITH ENCRYPTED SECURITY CODE 



The present invention relates to coded iden- 
tification means, such as optically and magnetically 

readable cards or labels employing "bar codeiS^ or 
the like. 

It will be understood that "bar code" as used 
herein is synonymous with "bar code symbology". 

One known method of providing coded iden- 
tification means which does not employ bar codes 
is through the use of twisted magnetics technology. 
Here, a plurality of pairs of parallel twisted wires 
are embedded in, for example, an employee 
badge. Each pair of wires is twisted either clock- 
wise or counterclockwise and. when the badge is 
magnetically read, the digital pattern of clockwise 
and counterclockwise twists gives a unique output 
from the reading device. One disadvantage of this 
technique is that the amount of information which 
can be encoded in a given space is greatly limited. 
Another such known method of providing coded 
identification means is with RF coding. In this case, 
a pattern of antenna elements is embedded in the 
badge, which pattern is read by a sweeping RF 
tuned circuit. Both of these methods are relatively 
expensive and the user is limited to one supplier to 
provide ttie badges and the reading devices. 

There are a number of standard bar code sym- 
bologies. such as Bar Code 39 or Bar Code I 2-of-5 
which may be used, for example, on employee 
badges. Such badges typically include a photo- 
graph of the employee on the badge to help insure 
that the person having the badge is. in fact, the 
employee whom it identifies. An employer may 
track an employee's time and attendance by hav- 
ing the employee place the badge in a badge 
reader when entering and leaving the workplace. 
The badge may also be used by the employee to 
access a security area or to access a computerized 
data file, again through use of a badge reader. 
\Aftiile the use of employee badges with standard 
bar codes provides a certain amount of security, 
especially if the codes are different for different 
employees depending on to what areas they are to 
have access, it has a serious limitation in that the 
code can be read by any standard bar code read- 
er. This means that one can easily have the code 
duplicated on standard bar code printers for use by 
unauthorized personnel. If the bar code simply can 
be copied on a xerographic copier. Thus, the un- 
authorized personnel can gain access to the work- 
place, to security areas, and to data files. 

One known method of partially providing secu- 
rity is to employ means for visually masking the 
bar code to prevent xerographic copying the reof. A 
spectrally-limited bar code identification card, hav- 
ing a bar code which cannot be read visually or 



photocopied, is described in US Patent No. 
4.359.633. issued November 16, 1982. to James S. 

Bianco.- in which a black bar code may be printed 

on a blue substrate while a red filter is placed over 

5 the bar code and the substrate. Thus, the red and 
blue combination appears to be black and the bar 
code cannot be visually distinguished. Another 
method is described in US Patent No. 3,455.577. 
issued July 15. 1969. to Tomichi Kikumoto. which 

10 comprises placing over a bar code a fitter of the 
same color as that of the bar code. It is aJso known 
that a black bar code may be printed on top of a 
black substrate. While these techniques prevent 
visual reading or xerographic copying, they limit 

75 reading of the bar ccKles to infrared scanners, as 
the bar codes cannot be read by scanners using 
visible light. 

Another known method of partially providing 
security with bar codes, for example on employee 
20 badges, is to employ a method of encrypting the 
employee identification with a unique bar code 
which can be read only by special readers. Such 
bar codes and the readers therefore are supplied 
by Control Module Inc.. 380 Enfield Street, Enfield, 
25 Connecticut. The encrypted bar codes may also 
include visual obscuring means as described 
above. These encrypted bar codes and readers 
substantially improve the level of security, but have 
a drawback in that the bar codes can be read only 
30 by certain machines. This can limit the usefulness 
of the bar code in situations in which it would be 
desirable that the encrypted code, in addition to 
being used for security purposes. bB read by stan- 
dard readers for other purposes. 
35 The present invention provides m a preferred 

embodiment, an identification code having therein 
both information which is encrypted using stan- 
dards symboiogies and security information which 
is encrypted using a unique symbology. In the 
40 case of bar codes, the bar code may include two 
separate sets of bars. One set of bars may include 
basic information, for example an emptoyee's iden- 
tification number, encrypted using standard sym- 
boiogies which may be read in any standard read- 
45 er. The other set of bars includes security informa- 
tion which is encrypted using a unique symbology 
which can be read only in a special reader and 
which is meaningless to a standard reader or bar 
code duplicator. Thus, where security is a factor. 
50 the special bar code readers would be provided: 
but. where security is not a factor, the basic iden- 
tification could be read by any standard reader. 
While the present invention is descril>ed, in a 

— . prWred'efTrtJddiment as being applied -to-iden- 

tification means utilizing bar codes on employee 
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badges, it will be understood that it may be applied 
as well to other coded identification means, such 
as magnetically embedded identification codes, 
and that it may be used in other for ms an d applica- 
tions where it is desired to include a security code 
in addition to the identification code. 

The invention will now be described by way of 
example with reference to the drawings, in which:- 

Figure 1 is a plan view of a bar code strip 
using standard symt)ology; 

Figure 2 is a plan view of a bar code strip in 
accordance with the present invention, having one 
set of bars encrypted with standard symbology and 
another set of t>ars encrypted with a unique sym- 
bology for security; 

Rgure 3 is a schematic representation of the 
application of an embodiment of the invention in a 
manufacturing facility; and 

Figure 4 iiiustrates diagrammatically the 
scheme by which a security code may be encryp- 
ted. 

Referring now to the Drawing, in which the 
same or equivalent elements are given identical 
reference numerals throughout the various figures, 
there is shown on Figure 1 a conventional bar code 
strip, generally indicated by the reference numeral 
10. having thereon a t>ar code 12 in which is 
encrypted information using one type of the stan- 
dard symbologies such as Code 39. Bar code 12 
comprises a series of parallel black vertical lines of 
selected varying widths on a white substrate, with 
the white substrate providing spaces of selected 
varying widths between the bars. For purposes of 
illustration only, it may be assumed that the in- 
formation encrypted in bar code 12 comprises the 
identification number of an employee and is affixed 
to the employee's identification badge. 

Bar code 12 is preceded by a first "quiet 
zone" 14 and is followed by a second quiet zone 
16. Quiet zones 14 and 16 are, by standardization, 
equal to ten times (lOx), or greater, than the width 
of the narrowest bar or sf>ace on bar code 12. 
Thus, assuming that bar code strip 10 is mounted 
on a conuasting surface and that the bar code 
reader (not shown) is sweeping the code from left 
to right, the reader will "see" only noise until it 
reaches the left edge of quiet zone 14, then will 
see lOx of space, and then will see bar code 12 
and store it in a buffer register. The reader then 
sees the left edge of quiet zone 16 and then sees 
and stores another 10x of space. The processor 
associated with the reader is programmed so that, 
after storing the second quiet zone 16. it recog- 
nizes that a bar code has been read and decodes 
the information encrypted in bar code 12. In some 
cases, there may be provided two bar codes in 
series on the same bar code strip, although such is 
more -commonly used .for^xpaosiDn_Qf 4?rpducL. 
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identification codes. Being encrypted with a stan- 
dard symbology. bar code 12 may be read by a 
conventional bar code reader. 

Figure 2 shows a bar code strip of the type of 
5 Rgure 1 . and in accordance with present invention, 
generally indicated by the reference numeral 20, 
which includes bar code 12 and quiet zones 14 and 
16, the latter three elements aIsoT>eing~shdwn^o 
Figure 1 and having the same functions as de- 
10 scribed with reference to Rgure 1. Bar code 20 
includes a second l>ar code 22 disposed between 
bar code 12 and quiet zone 16 and separated from 
bar code 12 by a quiet zone 24 which Is at least 
ten times the width of the narrowest line or space. 
Thus, the bar code reader (not shown) will be 
programmed to recognize that it has read bar code 
22 and to decode the same when it sees quiet 
zone 24. bar code 22, and then quiet zone 16. 

It will be understood that the above reading of 
the bar codes from left to right is for illustrative 
purposes and that the bar codes shown on Figures 
1 and 2 can be read bidirectionally. 

Bar code symbol 22 is encrypted in a unique 
format which is not published as an Industry stan- 
dard. Thus, when bar code symbol 22 is appended, 
either in the front or the rear (as in Rgure 2). the 
total symbol 20 can only be read by special decod-;, 
ers equipped to translate the combination. To fur- 
ther enhance the security of bar-code symbol 20. 
30 the bar code symbol 22 may be derived as the 
result of combining the information in symbol 12 
with a password created by the bar code label 
producer. 

Because bar code symbol 12 fits the industry 
35 standards, the nonsecured aspect of the label may 
still be read by standard bar code decoders. In 
applications requiring security, such as time and 
attendance or controlled access, the employee in- 
formation encoded in l>ar code symbol 12 is only 
40 processed if it meets the criteria encoded in bar 
code symbol 22. Bar code symbol 22 must also be 
erK:rypted with the proper password that is accept- 
able to the security bar code decoder. 

Following the employee identification badge 
45 example, bar code 12 includes employee identifica- 
tion information, while bar code 22 includes secu- 
rity information such as which facilities the em- 
ployee is authorized to enter, which secure areas 
within a facility may be accessed by the employee, 
50 and/or which data temninals the employee may 
access through use of a bar code reader which can 
read the uniquely encrypted code as well as the 
standard code. Bar code 22 may also have em- 
ployee identification information encrypted therein 
55 so that verification may be made that an un- 
authorized employee has not merely attached an- 
other employee's security bar code to his iden- 
tification bar code. 
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Bar codes 20 may employ one of the tech- 
niques described above to visually obscure bar 
codes 12 and 22 to prevent their being xerograph- 
ically copied or being read with a visible light 
scanner. If desired, only bar code 22 may be 
visibly obscured while bar code-12-4S-Ieft-unob- 
scured so that bar code 12 may be read by a 
greater range of readers, such as both infrared and 
visible light readers. 

Figure 3 Is a diagrammatic representation of a 
security system as it might be applied in a manu- 
facturing plant, the system being generally indi- 
cated by the reference numeral 30. Security sys- 
tem 30 includes a central or host computer 32 
connected to badge reading terminals 34, 36, 38, 
40. and 42. Terminal 34 is located at the plant 
entrance where a guard may inspect the photo- 
graph on each badge to assure that it belongs to 
the person having it and then the employee places 
the badge bearing bar code strip 20 (Rgure 2) in 
the terminal which reads the badge employee iden- 
tification information on bar code 12 and transmits 
that information to host computer 32. A similar 
reading when the employee leaves the plant will 
enable host computer 30 to determine hours 
worked for that day. Bar code 22. the security 
code, may include, if desired, uniquely encrypted 
information which confirms the identity of the em- 
ployee and that he is authorized to enter this plant. 
H such verification is not made, the host computer 
makes this known to the guard and/or may fail to 
unlock an access gate for that employee. 

Once the employee has cleared the entry pro- 
cedure, he may require access to secure areas "A" 
and/or "8" served by badge reading terminals 36 
and 38, respectively. If so, bar code 22 on his 
badge will be appropriately encoded, using the 
unique encryption symbology, and. when this is 
confirmed by host computer 32, a gate may be 
unlocked by a signal from the computer, for exam- 
ple. If his responsibilities so include, bar code 22 
will t>e encrypted with a code which, when read by 
bar code reader 40. will allow him access to finan- 
cial data through a CRT. It will be understood that, 
for the arrangement described, badge reading ter- 
minals 36. 38. and 40 will have to be of the type 
that can read uniquely encrypted code. Such termi- 
nals are supplied by Control Module Inc., 380 En- 
field Street. Enfield, Connecticut U.S.A. A person 
trying to use a bar code with only information 
encrypted with a standard symbology would be 
denied access. 

The plant may also have a plurality of shop 
floor t>adge reading terminals 42 to enable employ- 
ees to enter data that allow the host computer to 
track work-in-process. It may be that there is no 

security concern with the use-of-badge reading 

terminals 42, so that these may t>e of the type that 



read only standard symbology bar codes. In the 
latter case, terminals 42 will read the employee 
identification information encrypted in-t>ar code 12, 
but will see bar code 22 as being noise. 

5 Also associated with host computer 32 on Fig- 

ure 3 is a special bar code printer system 44 which 
may be used to print badges according to the 
present invention and which is illustrated diagram- 
matically on Figure 4. Bar code reader system 

70 includes an encoder 46 and a printer 48. In use, an 
employee's badge numt>er is furnished from host 
computer 32 to a circuit 50 in encoder 46 which 
performs a modulus on the badge number to pro- 
duce a character representative of the badge num- 

75 ber. which character is one of two inputs to an 
adder 52, the other input being a password fur- 
nished by host computer 32. The character and the 
password are combined in adder 52 to produce an 
encrypted code which is an input to bar code 

20 printer 48. Bar code printer 48 produces the em- 
ployee's badge and. if the badge number is to be 
printed on the badge in standard bar code sym- 
bology or if there is to t>e no printing of an encryp- 
ted code, bar code printer 48 receives that number 

25 directly from host computer 32. 

When the badge is read, the encrypted code is 
fed to a decoder (not shown) along with the pass- 
word and the decoder performs the reciprocal func- 
tions of encoder 46. If the employee's t>adge num- 

30 ber is produced by the decoder, then the badge is 
valid. 

The functions performed by encoder 46 and 
the decoder are preferably performed by conven- 
tional electronic circuitry. 
35 Rgure 5 shows another type of standard bar 

code symbology, generally indicated by the refer- 
ence numeral 60, which may be Code 49. Here, 
rather than having all encrypted information lineariy 
disposed, as is the case with the bar codes shown 
40 on Rgures 1 and 2. code 60 comprises a series of 
linear code strips 62-67 in stacked relationship. 
This type of code is not limited to the six strips 
shown, but may have more or fewer strips depend- 
ing on the amount of information to be encrypted. 
45 Such an arrangement permits the confinement of 
the encrypted information to a relatively compact 
area; otherwise, the information would extend along 
a great length of the article or other substrate upon 
which it was placed, 
so As was the case with bar codes 10 and 12 of 

Rgures 1 and 2, respectively, code 60 similarly has 
means for a reader to identify the beginnings and 
ends of code strips 62-67, here, each being pre- 
ceded by a quiet zone 70 of two times (2x) the 
55 nanrowest element, which quiet zone is followed by 
a bar of 1x width. The ends of code sUips 62-67 

are identified by a bar -of -4x-followed-by--a. quiet 

zone 72 of 2x width. Stacked code strips 62-67 
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hav© at the top of the stack a 1x horizontal bar 74 
and at the bottom of the stack a 1 x horizontal bar 
76 and are separated vertically by Ix horizontal 

bars, as at 78.. 

Whatever number of code strips are provided, 
it will be understood that, in accordance with the 
present invention, on e or nnore of the code strips 
would contain information encrypted according to 
the standard symbology, such as the information 
encrypted in bar code 12 of Figures 1 and 2. and 
that information would be readable by a standard 
bar code reader. Likewise, one or more other code 
strips would be encrypted with security or other 
information encrypted according to a unique sym- 
bology. such as the information encrypted in bar 
code 22 of Figure 2, and be readable only with a 
bar code reader which can read the uniquely en- 
crypted code. 

As was the case with bar code 20 of Figure 2, 
code 60 may also be visually obscured as de- 
scribed above. 

Thus, there is provided identification means 
which permits machine reading of certain selected 
encrypted information by any standard machine, 
while permitting reading of certain encrypted secu- 
rity information only by a special machine, the 
standard machine ignoring and being unable to 
read the encrypted security information. 

If desired, bar code 12 may also have alphanu- 
meric symbols placed adjacent its bars so that the 
information therein may be understood without use 
of a bar code reader. 

As noted above, it is also possible to use other 
machine readable codes such as embedded mag- 
netic codes which are the equivalent of bar codes 
12 and 22 on Figure 2. In that case, standardization 
calls for quiet zones of 20 clock pulses leading and 
trailing the information code. Thus, following the 
teaching above, there would be some greater num- 
ber of clock pulses equivalent to quiet zone 24 
preceding the security code, on the order of 30 
clock pulses, for example. Similarly, the intent of 
the present invention includes application to codes 
readable by optical character readers. Combination 
of types of codes may also be used. 

A particular advantage of the described system 
is that the user's password need not be known to 
the manufacturer of the encoding and decoding 
equipment, while the manufacturer's encrypting al- 
gorithm need not be known to the user of the 
equipment. 



Claims 

1 . Machine readable coded means, comprising: 
(a) a first code encrypted according to a 
standard symbology; and 



(b) a second code encrypted according to a 
unique symbology. 

2. Machine readable coded means, as defined 
in claim 1. wherein: 

5 (a) said first code is an information code; 

and 

(b) said second code is a security code. 

3. fs/lachine7eacJable"coded means, as defined 
in claim 2. wherein: 

10 (a) said coded means is an identification 

badge for an employee; arKi 

(b) said first code includes the identification 
number of the employee. 

4. fy/lachine readable coded means, as defined 
75 in claim 3, wherein said second code includes 

identification of said employee encrypted therein. 

5. Machine readable coded means, as defined 
in claim 1, wherein said coded means includes 
optically readable code. 

20 6. Machine readable coded means, as defined 

in claim 1, wherein said coded means includes 
magnetically readable code. 

7. Machine readable coded means, as defined 
in claim 5. wherein said optically readable code is^ 

25 at least partially visually obscured. 

8. A method of making machine readable cod^'y^ 
ed means, comprising: 

(a) providing a substrate; * 

( b) encrypting on said substrate a first code ^ 
30 according to a standard symbology; and 

( c) encrypting on said substrate a secorwl 
code according to a unique symbology. 

9. A method of making machine readable cod- 
ed means, as defined in claim 8, wherein: 

35 (a) said first code is an information code: 

and 

(b) said second code is a security code. 

10. A method of making machine readable 
coded means, as defined in claim 9. wherein: 

40 (a) said coded means is an identification 

badge for an employee; and 

(b) said first code includes the identification 
number of the employee. 

11. A method of making machine readable 
45 coded means, as defined in claim 10. wherein sakj 

second code includes identification of said em- 
ployee encrypted therein. 

12. A method of making machine readable 
coded means, as defined in claim 8, wherein said 

50 coded means includes optically readable code. 

13. A method of making machine readable 
coded means, as defined in claim 8. wherein said 
coded means includes magnetically readable code. 

14. A method of providing security, comprising: 
55 (a) a first code encrypted according to a 

standard symbology; 

(i) a first code encrypted according to a standard 
symbology; 
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(ii) a second code encrypted according to a unique 
symbology; 

" (b) providing control means capable of read- 
ing at least code encrypted according to said 
unique symbology. said control means permitting 5 
-or -denying security access depending on the con- - 
tent of said second code; and 

(c) reading said machine readable coded 
means with said control means, thereby to permit 
or deny security access. 

15. A method of providing security, as defined 
in claim 14, wherein; 

(a) said first code is an information code; 

and 

(b) said second code is a security code. is 

16. A method of providing security, as defined 
in claim 1 5, wherein: 

(a) said coded means is an identification 
badge for an employee; and 

(b) said first code includes the identification 20 
number of the employee. 

17. A method of providing security, as defined 
in claim 16. wherein said second code includes 
identification of said employee encrypted therein. 

18. A method of providing security, as defined 25 
in claim 14. wherein said coded means includes 
optically readable code. 

19. A method of providing security, as defined 
in claim 14. wherein said coded means includes 
magnetically readable code. ^ 

20. A machine readable identification label 
comprising a first coded portion bearing informa- 
tion encoded using a standard code, and a second 
encrypted portion bearing security information en- 
coded using a unique code decodable only be a 35 
security decoder having stored therein matching 
decryption information. 

21. A label according to claim 20. charac- 
terised in that the coded portions comprise opti- 
cally readable bar code patterns in the form of a 40 
plurality of code strips in a stacked relationship. 

22. A \sbe\ according to claim 20 or claim 21. 
characterised in that the said first and second 
portions are separated by a portion containing no 
information. '^^ 
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0 Identification means with encrypted security code. 

0 An identification code has both general informa- 
tion which is encrypted using standards symbologies 
and security information which is encrypted using a 
unique symbology. In the case of bar codes, the bar 
code may include two separate sets of bars. One set 
of bars may include basic information, for example 
an employee's identification number, encrypted us- 
ing standard symbologies which may be read In any 
standard reader. The other set of bars includes se- 
curity information which is encrypted using a unique 
symbology which can be read only in a. special 
reader and which is meaningless to a standard bar 
code reader or bar code duplicator. Thus, where 
security is a factor, the special readers would be 
provided: but. where security is not a factor, the 
basic identification could be read by any standard 
reader. 
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